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CONDUCT STRATEGIC AND EXPEDITIONARY NETWORK OPERATIONS FOR THE LANDWARNET TO
ENABLE MISSION COMMAND BY PROVIDING ASSURED ENTERPRISE SERVICES TO OPERATIONAL FORCES
DURING JOINT AND UNIFIED LAND OPERATIONS.

To BE THE ARMY’S PREMIER TEAM OF TRUSTED PROFESSIONALS, WHO EXTENDS INNOVATIVE
CYBER NETWORK SOLUTIONS TO ENABLE MISSION COMMAND ACROSS THE GLOBE.

OUR VALUES
RooTED WITHIN THE ARMY VALUES, WE ARE A TEAM OF TEAMS [TEAMWORK] THAT ARE
RESPONSIVE TO OUR MISSION AND OUR PEOPLE AND PROVIDE RELIABLE COMMUNICATIONS TO OUR
JOINT AND ARMY USERS ON A 24/7 BAsiS. WE ARE ACCOUNTABLE FOR OUR MISSIONS, OUR
EQUIPMENT AND OUR SoLDIERS, CiviLIANS AND FAMILIES. WE ARE COMPETENT CYBER WARRIORS
AND WIN AT EVERYTHING WE DO. WE ARE ONE TEAM, WE ARE ARMY STRONG!
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*VOICE OF THE PAcIric ~ ONE TeEAM!”



"EVERY DAY THE ENEMY 1S
OPERATING IN OUR YBER
ENVIRONMENT PROBING AND
INFILTRATING OUR PERIMETER

GEN VINCENT K. BROOKS; US Army PACIFIC

PMCS Your WORKSTATION
REMOVE OLD FILES AND CLEAN-UP YOUR INBOX
BACK-UP IMPORTANT INFORMATION

ALLOW OPERATING SYSTEM AND PROGRAM PATCHES TO
RUN; HAVE A BupDY AssiST WHEN oN TDY/LEAVE

SCAN ALL MEDIA FOR MALWARE

SECURE YOUR WORKSTATION

You ARE THE FIRsT LINE oF DEFENSE

BE VIGILANT AGAINST PHISHING ATTACKS BY VERIFYING
THE LEGITIMACY OF ALL E-MAIL MESSAGES

KEEP YOUR WORK AND HOME COMPUTERS PATCHED
AND ANTI-VIRUS/FIREWALLS UPDATED

DoN’t use PERsONAL MoBILE DEVICES FOR
OFFICIAL BUSINESS

SAFEGUARD YOUR CAC aND SIPR PKI TokeN

REPORT INCIDENTS OF SUSPECTED SECURITY BREACH-
ES, INFORMATION SPILLAGE AND UNAUTHORIZED
DISCLOSURE OF PERSONAL IDENTIFIABLE INFORMATION
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"WE ARE NO LONGER A NETWORK ENABLED FORCE
WE ARE A NETWORK DEPENDENT FORCE.
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ProTtecT OurR NETWORKS

IT IS YOUR RESPONSIBILITY TO ENSURE THE
PROTECTION OF OUR NETWORKS, INFORMATION,
AND PEOPLE, THROUGH INCREASED INFORMATION
ASSURANCE TRAINING, IMPROVED
CYBERSECURITY PRACTICES, AND APPROPRIATE
RISK MANAGEMENT.

TRAIN OUR TEAM

ArmY |IA ONE-STOP SHoP:
HTTPS://INFORMATIONASSURANCE.US.ARMY.MIL

ArmY CYBER COMMAND:
HTTP://ARCYBER.ARMY.MIL/CYBER-AWARENESS.HTML

ARMY TRAINING AND CERTIFICATION TRACKING
SysTem (ATCTS): HTTPS://ATC.US.ARMY. MIL/

DoD CyBeER AWARENESS CHALLENGE:
HTTP://1A.SIGNAL.ARMY.MIL/DODIAA/DEFAULT.ASP

Use BEest PRACTICES

-EXERCISE CAUTION WHEN ACCESING PUBLIC HOTSPOTS
-DO NOT EXCHANGE HOME AND WORK CONTENT

-BE COGNIZANT OF DEVICE TRUST LEVELS

-BE WARY OF STORING PERSONAL INFORMATION ON THE
INTERNET

-TAKE PRECAUTIONS ON SociaL NETWORKING SITES
-ENABLE THE USE OF SSL ENCRYPTION

-FoLLow E-MAIL BEST PRACTICES

-PROTECT PASSWORDS

-AvoID POSTING PHOTOS WITH GPS COORDINATES

ALASKA CUSTOMER SUPPORT:
‘ 907-384-5948 (JBER)
' 907-353:5948 (FT WAINWRIGHT)
. 907-873-5948 (Fr GREELY)

Hawai CUSTOMER SUPPORT:

B4 PRORT: | 808-655-2200
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US ARMY SIGNAL CENTER

ENABLING MissioN COMMAND FOR THE PAcCIFIC!



